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Integrating the Physical World through the Cyber World:

Federated Sensor Networks Prospects and Challenges

 Abstract: Wireless Sensor Network is considered as one of the important and fast growing technologies
that are penetrating through almost every aspect of life. The prospect, with the modern hat of Internet of
Things/nano-Things, reflects future potential and complements that of the Internet. Research and development of
concepts related to sensor networks are driving towards taking the experiments from the laboratory into the field
with emphasis on various modes of communications including Machine-to-Machine communications. A wide range
of testbeds has been established for remotely testing design ideas on various physical environments. These testbeds
have created real test environments and stimulated research into related architectures and solutions. Virtual
support for extending the capabilities of such environments has also been explored. This aims at enabling the mix
and match among available resources of multiple testbeds in formulating workable federation. Areas like data and
reality mining, Internet of Things and Nano-Things, spatial-cyber systems and others have started pushing towards
the formulation of highly complex systems. These systems are centred round the Internet and sensor networks
and are driving towards what has been referred to as the planet nervous system. While elements of the conceptand are driving towards what has been referred to as the planet nervous system. While elements of the concept
have started taking shape, there are significant operational and optimization challenges. The synergy among the
various acting subsystems, the redundancies of multiple solutions on the same physical space, and the physical and
radio pollution impacting the living spaces are just to name few. The talk will provide highlights to wireless sensor
network technologies. It will introduce examples taken from the experience of AUT SeNSe research laboratory.
Further the talk will shed the light on the area of WSN federated testbeds and related challenges.

 Biography: Adnan Al-Anbuky http://sense.aut.ac.nz/adnan.cfm received his Ph.D. degree from UMIST, Manchester,
U.K., in 1975. During 1975 to 1995 he has assumed a number of academic positions including being dean of the
faculty of engineering within Yarmouk University of Jordan. Professor Al-Anbuky joined Switchec/ NZ on 1996 and
started establishing an industrial research unit driving toward increasing the level of automation within the
telecommunication power systems service industry. This has led to numerous patents and publications on top of
various concepts for products. Late 2005 he joined AUT as a professor and head of electrical and electronics
engineering department. The establishment of the Sensor Network and Smart Environment (SeNSe) research
centre http://sense.aut.ac.nz/ in mid-2006 has led to a number of projects that benefited both the local and
international communities. Adnan is a member of advisory group of AUT technology park and member of the
editorial board of the Journal Sensors and actuator networks. He has more than 10 granted patents and numerous
publications. He has also chaired good number of specialized conferences and workshops.
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http://www.youtube.com/watch?v=GbxYZ97yNkI&feature=fvwrel

http://www.youtube.com/watch?v=mb7aVOCEBw0



Talk OverviewTalk Overview

 Sensor Network Background

 Example Applications

◦ Smart Farming

◦ Spatial Mapping

 Sensor Network Testbeds Sensor Network Testbeds

 Vision for the Federation

 Other Related Technologies

 Other Remarks & Conclusions
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General features of WSNGeneral features of WSN

 Monitoring the physical phenomena: Largely deployed either inside or
closed-by

 Coverage of large space: through tiny sensors that have the capability
of sensing, processing and communication

 Low cost, Low power, & multifunctional Sensor nodes

 Feasibility of nodes that are small in size and able to communicate
within short distanceswithin short distances

 Advances in MEMS, Wireless communication, and digital technologies

 Spatio-temporal correlation: Dense deployment coupled with physical
properties of sensed phenomenon

 Self-organized communication protocol: Encourage random
deployment, multi-hop communication help dense network.

 Data fusion: help reducing the size of insignificant or raw data that are
communicated
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General TopologyGeneral Topology

Group of sensors covering a given physical space to provide

sensed data on the phenomenon that need to be monitored.
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Akyildiz/Vuran,Wireless Sensor Network (modified)
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Sensors TechnologiesSensors Technologies

• Sensing, Computation resources,
Communication Protocol, Radio, Energy
Source (harvesting)

• Size (miniaturization) & Cost
• Operating Software/ middleware
• Others• Others
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Sensor Motes TimelineSensor Motes Timeline

 General features: Processing Speed, Memory Size, Operating frequency,

and transmission rate, IEEE 802.15.4 Protocol, CC2450 transceiver

 Low end Platform: Sensing and connectivity infrastructure

 High-End Platform: more involved functionalities (e.g. DSP), local

processing and multi-hop communication
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Sample ApplicationsSample Applications

10
Professor Adnan Al-Anbuky AUT Auckland NZ

Integrating the Physical World.. NexComm 2012 Chamonix-France 01May2012



Common Challenging IssuesCommon Challenging Issues

 Limited computation and data storage

 Low power consumption

 Wireless communication

◦ Medium, ad hoc vs. infrastructure, topology and routing

 Data-related issues Data-related issues

 Continuous operation

 Inaccessibility – network adjustment and re-tasking

 Robustness and fault tolerance
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Trading the Macro Sensing with the Micro/Trading the Macro Sensing with the Micro/nanonano SensingSensing

BISIO AND MARCHESE: EFFICIENT SATELLITE-BASED SENSOR
NETWORKS FOR INFORMATION RETRIEVAL, Systems Journal, IEEE,
Dec 2008

Deepak Ganesan (UMass) Presentation, Wireless Sensor Networks
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Sensor Network TopologySensor Network Topology

Akyildiz/Vuran, Wireless Sensor Network
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Ramesh Govindan, USC, Embedded Networks Lab , WSN Tutorial
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Wireless local networksWireless local networks
protocolsprotocols
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ZigbeeZigbeeTMTM Protocol Stack ArchitectureProtocol Stack Architecture
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PossibleVision Towards WSNPossibleVision Towards WSN
Communication ProtocolCommunication Protocol
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No longer as a secure
item

David Lamb, Precision Agricultural Research Group, University of New England,AU
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Smart FarmingSmart Farming

David Lamb, Precision Agricultural Research Group, University of New England, Au
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David Lamb, Precision Agricultural Research Group, University of New England,AU
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David Lamb, Precision Agricultural Research Group, University of New England,AU
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Outdoor Spatial MappingOutdoor Spatial Mapping

• Try to facilitate coverage to important

spots relevant to the ecosystem, wildlife or
human rescue/support
• Complement the existing infrastructure
for better spatial and temporal resolution
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Outdoor Spatial MappingOutdoor Spatial Mapping
• Direct sensing of local variable
• In-network processing (Data fusion)
• In-Situation Real time Interaction (ability of fragmented network to operate)
• Spatial and Temporal resolution
• The system may relate to number of applications including weather monitoring,
precision agriculture, ecosystem, wildfire,Wildlife, rescue missions, and others
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Canterbury meteorology stationsCanterbury meteorology stations
Existing solutionsExisting solutions

A Darfield

B Ashburton

C Burnham

D Aero

A to B 91.3Km

B to C 36.7Km

C to D 27Km

D to E 41Km
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Fire Danger RatingFire Danger Rating

◦ Low FDI of 0-5

◦ Moderate FDI of 5-12

◦ High FDI of 12-31

◦ Very High FDI of 32-49

Severe FDI of 50-74
Extreme FDI of 75-99
Catastrophic FDI of 100+
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FWI bushfire hazard modelling system
Relative ease of ignition. (FFMC)

Fuel consumption in moderate duff layers. (DMC)

Degree of smouldering in large logs. (DC)

Rate of fire spread. (ISI)

Difficulty of containing. (BUI)

General rating of fire intensity. (FWI)



FFireire WWeathereather IIndexndex structurestructure
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Weather condition clusteringWeather condition clustering

FIELD

NEXT TUPLE ONE TUPLE

STREAM of TUPLES

29

Determines the number of clusters in the
data space from the input data sets

Takes the fuzzy radius and fuzziness
measure as inputs and autonomously
reveals the structures in the data stream
space

The radius determines the granularity of the structures
(Resolution against computational overhead)
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Distributed weather streamDistributed weather stream
mining systemmining system

Tuple n Tuple Tuple

Incoming

stream

Tuple TupleTuple

N n-3 n-2 n-1 0 1 2 3

Sliding

window

Weather
Stream

4 5 6

SUBFCM

FWI
Mathematic

al model
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Tuples @ single inst. Of time

Sorting of tuples according to
predefined situations
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Example Weather DataExample Weather Data

200 point were put on the test
Instance Temperature Rel. HumidityWind Speed Rain fall FWI class

1 26 50 11 0 13.65 M

2 14.1 89 14.9 0 6.938 M

3 26.9 37 16.4 0 19.57 H

4 15.6 78 18.5 0 12.55 M

5 26.1 32 39.8 0 57.63 E

6 10.9 76 12.9 5.2 0.629 L6 L

7 18.4 55 28.8 0 10.64 M

8 20.4 43 45.3 0 42.23 E

9 26.8 40 35 0 42.05 E

Cluster centers:
C1 13.9 76.62 4.1 3.97
C2 17.53 64.38 21.37 0.435
C3 21.28 46.69 21.36 0.136
C4 24.05 33.55 32.26 0.334
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Example ofExample of SubFCMSubFCM On WeatherOn Weather
DataData
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Sensor NetworkSensor Network TestbedsTestbeds

WSN Testbeds provide a way of testing network architecture and
domain applications in an environment that makes it easy to

◦ Deploy experiments,

◦ Configure them statically or dynamically, and

◦ Gather performance related information.◦ Gather performance related information.
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TestbedsTestbeds OrganizationOrganization

Gluhak,A. , et al, IEEE Communications Magazine
Nov. 2011
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TUB ExerciseTUB Exercise

200 sensor nodes over 3 floors
office building
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TWISTTWIST
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MoteLabMoteLab_ Harvard_ Harvard

http://motelab.eecs.harvard.edu
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Motes DistributionMotes Distribution

http://motelab.eecs.harvard.edu
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WISEBED ExerciseWISEBED Exercise

Flexible Experimentation in Wireless Sensor Networks, communications of the acm | January 2012 | vol . 55 | no. 1
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Mixed RepresentationsMixed Representations

Flexible Experimentation in Wireless Sensor Networks, communications of the acm |
January 2012 | vol . 55 | no. 1
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Flexible Experimentation in Wireless Sensor Networks, communications of the acm | January 2012 | vol . 55 |
no. 1
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FederatedFederated TestbedsTestbeds

 Federated testbeds present another level of involvements and
offers the followings:

◦ An evolving mechanism for seamless integration of multiple
autonomous testbeds of homogeneous or heterogeneous
entities

◦ A scalable approach to establish large-scale (geographically
distributed and diverse) realistic testbedsdistributed and diverse) realistic testbeds

◦ Primary objective: to enable researchers to conduct a single
experiment across federated testbeds

 Example: a topology of 300 nodes with 100 from motelab/ Harvard,
100 from TWISTtestbed/TUB, and the remaining 100 from an Asian
testbed
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TestbedTestbed Performance MeasuresPerformance Measures

Gluhak,A. , et al, IEEE Communications Magazine Nov. 2011
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FIRE ProjectFIRE Project
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AmbitionAmbition
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Smart SantanderSmart Santander
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"SAP IOT Definition". SAP Research. Retrieved 2011-03-18

http://www.youtube.com/watch?v=sfEbMV295Kk
IBM: Mike Wing,Andy Stanford- Clark and JohnTolva.
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Vision for the Internet of ThingsVision for the Internet of Things
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CyberCyber--Physical SystemsPhysical Systems

 Computational thinking and integration of computation around
the physical dynamic systems form CPSs where sensing, decision,
actuation, computation, networking, and physical processes are mixed.

Optimal Observation for Cyber-physical Systems, Springer, e-ISBN 978-1-84882-656-4

• Dynamic evolutions happen not only
along the time axis but also along spatial
axes.
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Due to the complexity of the problems, it is
usually very difficult to balance the tradeoffs
by heuristic or ad hoc methods. For example,
energy costs and estimation precision are
counteractive under certain cases, in terms
that putting too many sensors in the dormant
mode may save precious onboard energy but
also nullify the observation



CPSCPS

Optimal Observation for Cyber-physical Systems, Springer, e-ISBN 978-1-84882-656-4
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In the event of fire it is first necessary to accurately establish the location of
the event before turning the sprinkler



Reality Mining:Reality Mining: MIT Media LabMIT Media Lab

http://reality.media.mit.edu/http://reality.media.mit.edu/

Developing technology for sensing through mobile phone applications

Looking into human behavior social network

Collected datasets may be used by wide range of fields including:

epidemiology,
sociology,
physics,
artificial intelligence, and

55

The information available from today's phones
includes:
• user's location (celltower ID),
• people nearby (repeated Bluetooth scans),
• communication (call and SMS logs), as well as
• application usage and phone status (idle,
charging, etc).
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artificial intelligence, and
organizational behavior



http://reality.media.mit.edu/groupviz.phphttp://reality.media.mit.edu/groupviz.php
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Integrating Multiple Physical BedsIntegrating Multiple Physical Beds

User

User

User

Network Characteristics?
End-to-End, Criticality, Bandwidth,
Interactivity, Delay Tolerance,

Dynamic complex system that concurrently
interact with multiple processes and deliver
timely services at a predefined QoS

Cost factors like level of complexity,
energy involvement, delay tolerance,
security and others would be the Interactivity, Delay Tolerance,

Network Dimension,
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security and others would be the
parameters for optimization

Diversity among networks
technologies may encourage
the use of Delay Tolerant
networks approaches



Parties InvolvedParties Involved

 Sensor/ Actuator Level (point of measurement/ Actuation):
Precession, Accuracy, Real-time Response, measurement/ actuation
errors, etc

 Cluster Level (Physical Sub-pace): Ability to interact with sensors/
actuator and capture/ influence the phenomena, coverage (spatio-
temporal), exposure, and number of active sensors/ actuators

Network Level (overall physical space): latency, delay, and packet loss, Network Level (overall physical space): latency, delay, and packet loss,
application requirements including energy cost

 Federation Level: reservation based and reservation-less, Policies like
admission control, traffic classes, policy managers, and queuing
mechanism,
◦ different traffic streams should be treated in different ways, inter-arrival

time, packet delay, latency or round-trip rate and cumulative distribution
function of the RTT
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ConclusionsConclusions

 Sensor Networks (SN) and the Internet are facilitating the
key instruments for integrating the physical world and
paving the way towards what is called the planet nervous
system

 Good number of technologies like IoT, Reality Mining, CPS,
and others are contributing to the details of thisand others are contributing to the details of this
integration

 Significant number of SN testbed initiatives are playing
important role in accelerating the evolution of the
technology around federating multiple physical spaces

 As we move forward, impact on both the planet and living
species need to be carefully considered
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ThankYou ForYour AttentionThankYou ForYour Attention

Any Questions, thoughts, …?

Adnan Al-Anbuky

adnan.anbuky@aut.ac.nz

SeNSe Research Centre AUT, New ZealandSeNSe Research Centre AUT, New Zealand

http://sense.aut.ac.nz


